
A new poll from KnowBe4 reveals employee security behaviors for both inbound and outbound 
email. Before AI was commonplace, most people looked for bad grammar and spelling errors 
in suspicious emails, but that is no longer relevant, it has become a lot more difficult to spot. 
In addition to the stress of constant phishing emails landing in inboxes, employees are also 
concerned about becoming unintentional insider threats and causing security breaches.  
Here is what recent poll results showed about work email red flags and employee fears. 

New Poll on Employee Email Behaviors: 

Inbound Red Flags and Outbound Fears

Employees react 
to suspicious 
emails at work by

The biggest red 
flag that makes 
employees 
suspicious of a 
work email

Employees do the 
following things 
before hitting the 
“send” button

Employees’ 
biggest concerns 
when sending 
emails are

34%
Pressure to act 
quickly

20% 
Spelling or 
grammatical 
errors

23% 
An unknown 
sender 
address

23% 
Requests 
for sensitive 
information

3% 52% 
Verify the recipients 
and attachments

34%
Proofread for 
grammar

12% 
Check for 
sensitive 

information

C
opyright © 20

26  Know
Be4 A

ll 
Rights Reserved.

�None  
of these

44%
Sending it to the  
wrong recipients

20%
Replying to 
a phishing 
email

19%
Including 
confidential 
information

17%
Lack of 
encryption 
on content

80% 
Reporting it as a 
phishing attempt

14% 
Forwarding 

it to the IT or 
security team

6%   �

Ignoring  
it


